SMART

EQUIPMENT

g BUILDING

SBE-BNR-GW
DUAL PORT
BAC-net ROUTER

INSTRUCTION MANUAL

Contact: Mike Lee | Email: mlee@cochranesupply.com

www.smartbuildingequipment.com | 11501 Plantside Dr Suite 1, Louisville, KY 40299




Table of Contents MSITP REIIEA ..ot e e e e e 9

Product DesCription ............ccccceieceiiiececeeeeeeeeee e, 1 gasi(;:/ EXENAMOGE ..ot 1 g
FRAMUIES ... 1 au Aratte """"""""""""""""""""""""""""""""""""" 10
SPECIfICALONS ....vvvcvcvcrceceeeeeee e 1 Fu 0 d """"""""""""""""""""""""""""""""""""" 10
INSEANALION .ottt 2 .orce L
AB Line POIAIItY ......covveerieirieiieneeeseese e 10
POWET SUPPIY .. 2 Sniffer Mod 10
DIN Rail INStAIALON ... 2 UTET WOTE wovvvvssssiiirrisssss
MSITP WG oo 9 Extended Frame ... 11
"""""""""""""""""""""" Local MAC/Max MaSter .......c.oceeveeeeeeeeerceeseeeeeneeeene 1
CaADIE e 2 Max Info F 11
CONNECLIONS ... 2 ax info rames. """""""""""""""""""""""""""""""
MaX NOGES ...ttt 2 . Bg O.ccupy TIME ot H
TErmMiNAtioNS ...c.veeeeeeeeeeeeeeeeeeeeeee e 2 ast ewcg """""""""""""""""""""""""""""""""""
; Fast TIMEOUL .......ooveeeeeeeeeeee et 1
BIaS e 2 Select Fast Devi 11
COMMISSION <.ttt ee e 3 S| ePect At DBVICES oo 12
Offline Configuration & IMPOMVEXQOM ... 3 avg ro>|(yt | ............................................................ s
Default SEttings & RESEL ....ocvovreerseereeseesessere 3 Acf”Dr.‘ OIVAL ovsvvssvssessssss s s
WebUI & SyStems SEttings ........cereereercescerserree 3 D“‘? 'S?’VS.W """"""""""""""""""""""""""""" b
USErNAME/PASSWOIA ........oovveeeeeeeeeeeeeeeeeeeeoee s 3 MZ\QE:ISB;di:\Sgcover """""""""""""""""""""""""" o
DHCP SEIVET ... 3 O EEEIG e
ROOt PASSWOIT ...t 3 -II_\;X/ I?X LT:Dfs """"""""""""""""""""""""""""""""""" lg
General Settings Procedure .........cccccvviveneninccnennn. 4 un+mke n: """ Rt """""""""""""""""""""""""""""""" 13
SUDMI/IRESEE ... 4 EO enC assi AE vt 13
SaAVE/RESTAI ... 4 C:?r;ntol\ljlr;; Master """"""""""""""""""""""""" 13
fig Modify from BACNEL .....oveeeeeeeeeeeeeeeeeeeeeeeeee, 4 IR TTGR THAOIET e e
Eggn 'g Modify from ne 4 Recently Active Other Devices ..........ccoverriinienn. 13
.................................................................................. Baudrate And AB Line POy ... 13
LEDS ettt 4 Slave Proxing 13
Upgrade FIrMWare .........cccooveeennineeeneeeees s AR [ mmmm————
Rescue Upgrade ... 4 Pacl?:et Capgjlr(.e d_Charactenshc """"""""""""""""""""" 13
NEtWOrk Settings ........ccviveniiriereee s 5 FAME DIVIAING oo
Error Handle .......ooovve e, 14
VBUS POI .ot 5 Extended F 1
ROULE TaDIE .o 5 | xten IeF FAME oo 15
NetWork NUMDEE ... 5 o nterna_ OMAL e
: Application SEttiNg ........ccoveerieriirree s 16
AUto Learing .......cccovvveeenieceeeeeee s 5 APDU Ti URet 16
Packet Capture ........ccceecccccccceeeeeeeeeee e, 5 Ci err;eou BUIES oo 16
AUtomMatic Start .....ovee e 5 D |er1t IO te """"""""""""""""""""""""""""""""""" 16
Manual SEBHUSIOD oo 5 NewceDn? aqce ............................................................. b
Continuous Download ..........ccccooceeiveeiieceeceee e 6 C?)T/GN $|m| BT vttt 16
Control From BACnet .. 6 o Ofity QOS ..voeveveecrie e, 18
General Runtime Info ..o, 6 odbus lateway """""""""""""""""""""""""""""""""""
Mapping MO .........ccuririreirieree e 17
BIP REIGIEA ... 7 Single Device Mod 17
Receive Global Broadcast .........ccoovvevvieeviceiecsen, 7 V!?tgel Dev!ce MO de """"""""""""""""""""""""""" 17
Accept Unmatched Destination IP ..........cccccveviviiennen. 7 VIMUAL LEVICE OGS wrvvrssvrssvrssvss s
ONINE TESE oottt 17
BBMD MOUGE ...t 7 Point Test 17
Multiple BBMDS in SUBNEt oo 7 RO'”; gs R o
Interval To PUSh BDT .ccevereesesessersrsses 8 %02 GIOUP TOSL v
RUNEME INTO ot 18
N AT ettt 8 Mabping R q 18
Cross-network Broadcast ..., 8 ApPING RECOMMENT .vvvsvvvsvvrsves s
ACCEDE BDT PUSN oo 8 o Batching Process Tips ........cccocverininicrcnineeene lg
ACCEDt FD REGISIET oo 8 t erg .................................................................................
CIrcular ROULE ..o 19
BT e 9 N « Number Confi 19
FDT In RUNGME N0 oo 9 Meét/ng “E‘l GL °t” ICL e o
Foreign Device MOde ........cocveviviriiceeeeeeeseeeeas 9 Wiresh fu BSNOOT s 20
Register Interval ..o, 9 P |reks % t """ API """"""""""""""""""""""""""""" 20
Register Time To Live ... 9 ACKEL CAPIIE APl v



Product Description:

The SBE-BNR-GW is a BACnet/IP to BACnet MS/TP router with built-in Modbus gateway. This compact device is din-rail
mountable which makes it ideally suited for panel mounting. It can be powered by hard wired 12-24V AC or DC supply or
via USB connection.

Features:

+ One ethernet port

+ Two RS-485 connections

+ 12-24Vac/dc power with screw terminal connections

 Mini USB power connection

+ Ethernet 110/100 Mbps half/full duplex with auto-negotiation and auto-DMIX
* Indicator LEDs monitor signal and power

Specifications:

Power Supply:

Current Draw:

Power Consumption:
Operating Temperature:

Storage Temperature:

12-24V +/1 10% ac/dc (removable 2-wire terminal black)
5Vdc, mini USB socket

60mA (typical) / 120mA (max) @ 24Vdc
3W max

14 to 176°F (-10 to 80°C)

-40 to 194°F (-40 to 90°C)

Operating Humidity: 0 to 95% (non-condensing)
Protection: Ip30
Dimensions: 4.76"H x 2.95"W x 1.14"D (121 x 75 x 29 mm)
Weight: 0.51b. (0.2 kg)
DIN Mount: 35 mm
Enclosure: Metal
Ethernet: IEEE 802.3 10/100 Mbps data rate
Half/full duplex
10BASE-T, 100BASE-TX physical layer
RJ45 Ethernet Jack
100m (max) CAT5 cable length
RS485: ANSI/ASHRAE 135 (ISO 16484-5)
Baud rates: 9600, 19200, 38400, 57600, 76800, 115200
1500V isolated EIA-485 interface
TVS and PTC for 15kv air/8kv contact ESD protection
1/8 device load, 3937 ft. (max) cable length (2952 ft. on 115200bps)
Removable 2-wire screw terminal blocks
DIP switch for 120Q bus terminator
DIP switch for 519Q bus biasing
Accessory: Three 2-wire screw terminals, 3 ft. mini USB cable

Regulatory Compliance:

CE Mark; CFR 47, Part 15 Class B



Installation :

1.

Power Supply:

One of two power supply sources could be selected: AC/DC 12~24V on removable 2-wire terminal and DC 5V on mini
USB socket.

DIN rail install:

It is easy to lock on and remove from DIN rail by slightly pushing spring buckle inside DIN rail fastener.

MS/TP wire:

Cable: An MS/TP EIA-485 network shall use shielded, twisted-pair cable with a characteristic impedance between

100 and 130 ohms. An additional conductor may also be used for common or signal reference where required by other
BACnet devices on the same network requiring a common signal reference. Distributed capacitance between conductors
shall be less than 100 pF per meter (30 pF per foot). The shield shall be grounded at one end only to prevent group loops
occurring.

Connection: A MS/TP EIA-485 network shall use daisy-chained connections; the branch length should be as short as
possible. T connections should be avoided.

Max nodes: The maximum number of devices per segment shall be 32 (for full load), 64 (for 1/2 unit load), 128 (for 1/4
unit load), or 256 (for 1/8 unit load). Additional nodes may be connected by the use of repeaters.

Termination: A termination resistance of 120 ohms shall be connected at each end of the network segment. No other
termination resistors are allowed on the intermediate devices.

Note: Termination resistors are built into the router with user selectable DIP switch.

Bias: Each MS/TP segment can be installed with network bias resistors connected as shown in Figure 1. Each set of
bias resistors shall consist of one pull up and one pull down resistor, each having a value of 510 ohms. If two sets of
network bias resistors are provided, they shall be placed at two distinct nodes, preferably neat he ends of the segment so
that proper bias levels can be maintained even if one of the bias notes loses power.

+ MSTP bus +
1 200 I T 1 1200
Termination _ _T Termination
5100 } 5100 ¥ - + -
Pull wup ".1.' b e L Pull down  Mode branch Wode branch
+h

Node with Az short as As short as

i Jsss LR G T L g
hiase possible possible

Figure 1: MS/TP Bus With Termination And Biasing



Commission:

1.

Offline Configuration & Import/Export:

User can configure the SBE-BNR-GW without device on hand and then export configuration to a file. When commission-
ing in the field, use only needs to import previously exported file and “Save & Reboot” to implement configuration.
Default Setting & Reset:

By default, the IP of router is 192.168.100.1, DHCP server is enabled, WebU| username is “admin”, and password is
blank.

To reset to default value, A paperclip is needed to press reset button in the small hole for more than 3 seconds and then
release. The router will reboot and restore the default values.

WebUI & System Settings:

To access WebUI, please set PC’s IP to auto assignment (Or set a static IP to the same subnet as the router if DHCP is
disabled).

Connect CAT5 cable to router’'s RJ45 Ethernet jack. Open “http://192.68.100.1” (Use new IP of the router if it has been
changed).

If this fails, please pull out CAT5 cable from RJ45 jack, wait 10 seconds then plug in to retry.

If successful, the browser will display a prompt for username and password. After inputting them, the “System Settings”
web page will be displayed.

Username/Password: Username and password ® BACRouter Configuration x | +
proterct the router from unauthorized access. € 2 C ( A Notsecure | 192.168.100.17
System .
. e System Settings =xhi  English Version
. & Network

DHCP Server: The DHCP server assigns the IP to o 101 BIPeh047808 i
the PC joining network. The PC static IP does not e sion — — — =
need to be set manually and shouold be disabled as Merw w

. . ® Modbus Master Module Serial No. 24004a0005573458333834200001
not to conflict with other DHCP servers. — o

Memory Total: 62611456, Free: 44916736

Root Password: The Root Password can be used to Dnemon Huwing: Ves, Grash gm0
access the router for maintenance. If the password Boating tme 0 Day(s) 00:48:41
has note been set, the set button will show [Immedi- el tiiniendid

P 192 . 168 . 100 .1

ately Set] otherwise only [Set]. For security reasons,

Network mask 255.255.265.0 *
please set a new password and record it before P =
putting the router in use. Enable DHCP 2

Web User admin

Web Passowrd

Set root password ? Set

Figure 2: System Settings



4. General Setting Procedure:

Submit/Reset: There are [Submit] and [Reset] buttons on most setting pages. These buttons are enabled if any change
is made. Clicking the [Reset] button will discard all changes. Clicking the [Submit] button will accept changes. Note:
Accepted changes are stored in the browser and will be lost if browser if refreshed. When the [Save&Restart] button is
clicked, changes will be saved and take effect.

Save/Restart: On the “System Settings” page, the [Save&Restart] button will be enabled if there are any changes
submitted. Once it is clicked, the router will save all changes and restart. If no IP / Network Mask / Gateway / or Enable
DHCP is changed, the router will perform a soft restart within 5 seconds, otherwise a hard restart should be performed to
ensure changes take effect. This usually takes 30 seconds. If [Restart Router] button is clicked on the same page, the
router will discard changes and make a soft start.

5. Config Modify From BACnet:

A few parameters can be modified through BACnet service. Those parameters will be discussed later in this manual. If
configurations are modified through BACnet, the router will flash every 3 minutes while saving. If the router is powered off
before changes are saved, all changes will be lost.

6. LOG:

On the “Systems Settings” page, clicking the [Log] button on the top will
open the dialog box with log. This is helpful for trouble shooting. (See Figure
3: Log Dialog)

7. LEDs:

Power LED: Red when power is on.

(I I O
Figure 3: Log Dialog

Status LED: Blue for 5 seconds when router powers up on hard restart,
then turns off. After initialization is finished, it will flash every 3 seconds.

8. Upg rade Flrmwal"e: Upgrade will take several minutes, please keep power on.
| choose File | No file chosen

On the “System Settings” page, clicking the [Upgrade firmware ] button ~——
Upgrade firmware on top will open the dialog box to select firmware file to

upgrade. Upgrading usually takes about one minute. Once it is finished, the

web page will be automatically refreshed.

Submit Close

Figure 4: Upgrade Firmware
If “Keep config” checkbox is not selected before submitting, current config-
uration will be overwritten by default one. The filename format of firmware T
is backnet_router_X_Y.tar.gz, of which X is the version number and Y is the SENEN N . Niotsecure | 152168100 Vappiupgrad
revision number. (See Figure 4: Upgrade Firmware) [Ghoose File ] No file chosen (upgrane ]

Rescue Upgrade: WebUl is a complicated program built on Javascript. A

failed upgrade can prevent the user from accessing WebUI. In these situa-

tions, upgrading to other versions is not possible. A rescue upgrade entry is

located in: http:/[ipofBACRouter/app/upgrade. It is built with plain HTML and

is always workable with any Web browser. Figure 5: Rescue Upgrade



Network Settings:

System Network Settings
= rk
As many as 10 ports can be created. T,
1-Net 103: ETH:eth0 Create Port BIP ETH MSTP VBUS
1 VBUS P rt 2::1(0; xz:i:zz:; Route Table Refresh ~ Network number: Query
Appication Total Network: 9, Network Shown: 9
VBUS port is a virtual data link port N ok bt Sk por Next Hop Net State
. . . 0: Net 101: BIP:eth0:47808 ---Direct Connect--- 101 Locally or remotely configured
holding up to 254 virtual BACnet devices. — e ———- L
Its max|mum NPDU Iength |s 1497 bytes 1: Net 103: ETH:eth0 —--Direct Connect-— 103 Locally or remotely configured
. . . " dc:30:c4:10:9f:a0 3 TTL=254, MAC LEN=1
It is only used for gateway functionality. - ;
For router use, it should be deleted or ) ! 1000
disabled. i - o :
2: Net 102: MSTP:RS485-1 ---Direct Connect--- 102 Locally or remotely configured
I 3: Net 100: MSTP:RS485-2 ---Direct Connect--- 100 Locally or remotely configured
2. Route Table:

Figure 6: Network Settings
Route table could be shown here.

If route entries exceed limitation which is more than 1000, the excess entries will be omitted. If any network configuration
is changed, this function will be disabled.

3. Network Number:

In BACnet inter-network, each network has a unique network number ranging from 1 to 65534 (0 is for local network,
65535 is for global broadcast). If there is only one network, network number is meaningless.

Auto Learning: BACnet addendum 135-2008g introduced network layer message types What-Is-Network-Number and
Network-Number-Is. It allows the router dynamically learning network number on the fly from other routers. Setting net-
work number as 0 will enable this feature.

Network number can be changed by BACnet Initialize-Routing-Table service.

4. Packet Capture:

The router supports packet capture on each enable port. Capture can be automatically or manually started.

Automatically Start: On a enabled port’s configuration —_—
page, if a “Packet capture buffer” size is selected, packet i Packet Capture
capture will automatically start when the router restart. | ST | SR | (RESETLE
Range Buffer used Packet captured

Manually Start / Stop: On the enabled ports configuration - o " —
page, clicking on the [Packet Capture] button will open a PP - ” —
dialog box. User can change packet capture stat on the fly.

After 7_19 1897 62 Download
Note: If any network configuration is changed, the [Packet __ —

Capture] button will be disabled.

Packet capture state changed here will not be saved to flash. Figure 7: Packet Capture Dialog



Continuous Download: Because of limitation of capture buffer size, if buffer is fulled, preceding packets captured will
be dropped. To overcome this problem, the router saves 4 latest download records, the continuous download can follow
previous.

Each download has a packet serial range. The range will be used as part of the default saving filename. By refreshing the
“Packet Capture” page after every download, there will be a download option with range.

Packets captured for a long time can be downloaded as multiple files. With Wireshark, multiple cap files can be combined
to a single file.

Control From BACnet: If “Client mode” is disabled and “Packet capture mapping” is enabled in “Application Settings”,
the packet capture function will be mapped to writable multi_state_value BACnet objects.

Each route port that supports capture will has 2 multi_state_value_objects. One object is for buffer size with states of
“64K”, “128K”, “256K”, “612K”, “1M”, “2M”, “4M”, “8M”, and “16M”. Another object is for command with states of “Stop&-
Clean”, “Start”, and “Stop”.

Packet capture changed by BACnet service will not be saved to flash.

5. General Runtime Info:

Runtime Info Close

Network number | 101, Locally or remotely configured

NPDU recv ok: 12 NPDU recv failed: O
NPDU send ok: 70 NPDU send failed: 0

Statistic

Refresh Close

Figure 7: Packet Capture Dialog

On the enabled ports configuration page, clicking the [ Runtime Info] button will open a dialog box for runtime info. Note:
When a change on any page is submitted, the [Runtime Info] button will be disabled.

Network Number: Network layer message types Initializing_Routing_Table and Network_Number_Is may change
network number from configured value. This field shows current network number and status. There are 3 possible status:
“Locally or remotely configured, “Dynamically learned”, “Not configured”.



BIP Related:

The IP address of BIP port will automatically be picked up from “System Settings”.

1. Receive Global Broadcast:

Some vendors (Most are Windows clients) improperly broadcast on 255.255.255.255 though BACnet standard require a
subnet broadcast. The router will receive a global broadcast if this option is enabled. Note: If the mode is “Foreign device”
or “BBMD” with NAT enabled, this option is unavailable.

2. Accept Unmatched Destination IP:

According to BACnet standard, BVLL type Original-Unicast-NPDU should be sent to broadcast destination. Some ven-
dors do not obey these rules, so this option could be enabled to accept these messages with unmatched destination IP.
Note: If the mode is “Foreign device” or “BBMD” with NAT enabled, this option is unavailable.

System BIP Setti
= Network ettlngs
0-Net 101: BIP:eth0:47808 ubmit | Reset  Delete  RuntimelInfo  Packet Capture
1-Net 103: ETH:eth0
2-Net 102: MSTP:RS485-1
Enable
3-Net 100: MSTP:RS485-2
Net5-VBUS Network number ? 101 1~65534, 0=Not configured
Application
@® Modbus Master Module Hardware resource
Packet capture buffer(bytes) ? aM v
UDP Port 47808 47808~65535

Receive global broadcast ? O

Accept unmatched destination IP ? |

Normal v

Mode

Figure 9: BIP Normal Mode

3. BBMD Mode:

In IP network, IP router usually will not relay broadcast packets between subnets. To resolve broadcast problem for BIP,
there should be at least one BBMD (BACnet Broadcast Manage Device) in a subnet (BACnet addendum 135-20080 allow
multiple BBMDs in a subnet, but it should be carefully configured to avoid broadcast storm. Usually only one BBMD in a
subnet is still suggested). There are 2 main functions for BBMD: Relaying BACnet broadcast packet, Accepting register
from foreign device.

Multiple BBMDs in subnet: If the router finds a BBMD not in local BDT (Broadcast Distribution Table), there may have
multiple BBMDs in a subnet, if this feature is not enabled, the router will reject forwarded npdu from such BBMD and log
error.



Interval To Push BDT: When a traditional BBMD scheme of only one BBMD in a subnet is implemented, BDTs in all
BBMDs are identical. For convenient management of BDT, this option can be enabled on the current BBMD and other
BBMDs need to be set to “Accept BDT push” so that a change made to the current BBMD’s BDT will automatically propa-
gate to other BBMDs. When the “Multiple BBVMDs in subnet” feature is enabled, this option will be unavailable.

BIP Settings

Submit Reset Delete Runtime Info Packet Capture

Enable

Network number ? 101 1~65534, 0=Not configured
Hardware resource

Packet capture buffer(bytes) ?

UDP Port 47808 47808~65535

Receive global broadcast ? O

Accept unmatched destination IP 2 | (J

Mode BBMD v

multiple BBMDs in subnet ? O

Interval to push BDT(second) ? 0 30~65535, 0=Disable

NAT ? o [[o [lo ||o : (47808 | (J Enable

Cross-network broadcast support ? | (J

Accept BDT push from other
Accept foreign device register
P Distribution mask UDP Port
192.168.0.1 255.255.255.255 47808 Edit X
Broadcast distribution table ?
192.168.1.1 255.255.255.255 47808 Edit X

+

Figure 10: BIP BBMD Mode

NAT: When the router needs to communicate with wlan, the wlan IP router may work in NAT (Network Address Transla-
tion) mode which maps lan IP / port to wlan IP / port. This option should be enabled in such situations. The mapping wlan
IP / port should be inputted in the fields. When BIP port works on NAT mode, it should not be used to communicate with
other BIP devices in the same lan. Another BIP port can be created to communicate with other BIP devices. Note: For
security reasons, run BIP over VPN internet.

Cross Network Broadcast: This option is only available when NAT is not selected. It can be enabled if the IP router for
this subnet support relaying broadcast packet. Note: Most IP routers do not support this feature.

Accept BDT Push: If this option is enabled, writing to BDT from other BIP device will be allowed. Disabling it will avoid
mis-writing.

Accept Foreign Device Register: If this option is enabled, registering from foreign devices will be accepted.



BDT: This field records all BBMDs. Each BBMD can be created
or modified in the dialog as left. Note: This BIP port is BBMD as

Runtime Info Close

Network number

101, Locally or remotely configured

well and it will automatically append itself to BDT after submitting
so the BIP port does not need inputting here. BDT may be over-
written by BACnet BVLL request.

Foreign Device Table In Runtime Info: This field in runtime info
shows foreign devices registered. Each device occupies one line,
the format is: X:YZT, of which Xis IP, Y is UDP port, Z is seconds
to live, T is remaining seconds.

4. Foreign Device Mode:

Foreign Device Mode is registered to BBMD to receive BIP broad-
cast and local broadcast will be discarded.

Register Interval: This is the time interval on which registering
repeats.

Register Time To Live: This tells BBMD how long to keep foreign
device alive which is 3 time the Register Interval.

LB | B |

Statistic

NPDU recv ok: 4
NPDU send ok: 18 NPDU send failed: 0

NPDU recyv failed: 0

i Foreign device table ?

192.168.10.107:47808 60 57
192.168.11.112:47808 120 100

Refresh

Close

Figure 11: Runtime Info

BIP Settings

Submit Reset Delete Runtime Info Packet Capture
Enable
Network number ? 101 1~65534, 0=Not configured
Hardware resource
Packet capture buffer(bytes) ? | [4M v
UDP Port 47808 47808~65535
Remote BBMD T ‘ 07 .0 4 T : 47808
Register time to live(second) 120 30 ~ 65535

Register interval(second) 30

15 ~ Register time to live

MS/TP Related:

Figure 12: Foreign Device Mode

1. Basic / Extend Mode:

The SBE-BNR-GW has some features extended over BACnet standard.

Basic - Provides features defined in BACnet standard.

Extend - Provides all functions.

System .
' Nelwork MSTP Settings
0-Net 101: BIP:eth0:47808 Submit || Reset | Delete | RuntimeInfo = Packet Capture
1-Net 102: MSTP:RS485-1 Enable
2-Net 100: MSTP:RS485-2
Network number ? 102 1~65534, 0=Not configured
Application
Modbus Master Module Hardware resource RS485-1 v
Packet capture buffer(bytes) ? | | 4M v
Configure mode ®Basic O Extend
Baud rate ? 115200 v
Local MAC ? 2 0~127
Max master ? 127 1~127
Max info frames ? 10 1~-255
Usage timeout(ms) 20 20.0~35.0
Reply timeout(ms) 255 255.0~300.0
I
Slave proxy [JEnable

Figure 13: MSTP Settings Basic Mode

9

There are 2 configuration modes:



2. Baudrate:

BACnet defines 6 baudrates: 9600, 19200, 38400, 57600, 76800, 115200. The fixed mode is standard, auto and forced
modes are extended features.

System
© Network
0-Net 101: BIP:eth0:47808

MSTP Settings

bmit Reset Delete Runtime Info Packet Capture

1-Net 102: MSTP:RS485-1 Enable
2-Net 100: MSTP:RS485-2
Network number ? 102 1~65534, 0=Not configured
Application
Modbus Master Module Hardware resource RS485-1 v
Packet capture buffer(bytes) ? 4M v
Configure mode Opasic ® Extend
Baud rate ? [115200 v| @Fixed OAuto OForced
AB line polarity ? ®Normal Olnverse O Auto
Sniffer mode [CJEnable
Extended frame ? Enable
Local MAC ? 2 0~127
Max master ? 127 1~127
n e
Max info frames ? 10 1~255 [IBy occupy time
Usage timeout(ms) 20 20.0~35.0
Reply timeout(ms) 255 255.0~300.0
Poll timeout for fast device(ms) ? 20 0.0~(usage timeout)
Reply timeout for fast master device(ms) | 255 0.0~(reply timeout)
Reply timeout for fast slave device(ms) | 255 0.0~(reply timeout)
Select fast device Setall ' Unsetall @ Setallslave @ Unsetallslave 0 device(s) selected [ show
Slave proxy [JEnable

Figure 14: MSTP Settings Extend Mode

Auto: Auto is an extended feature. In Auto mode, when the router starts, it will sniffer the bus and keep switching bau-
drates until it finds a valid preamble of frame. Note: If the bus is idle, the router will keep waiting for data to detect bau-
drate. When the router detects continuous errors while running, it treats it as a wrong baudrate and will switch baudrates
to find a valid preamble of frame. If the bus turns to idle during the process, it will revert to a previous valid baudrate.

Forced: Forced is an extended feature. Its purpose is to keep the bus baudrate at a preset value. The mechanism of
Forced mode is similar to auto mode with two exceptions: A. If the router finds the bus is idle when it starts, it will use a
preset baudrate. B. When the router gets token, it will switch to the preset baudrate. A router running on Forced mode will
force device running on Auto mode to switch baudrate to preset value.

3. AB Line Polarity:

AB Line Polarity is an extended feature. If “Auto” is selected and the router finds a continuous error while running, it will
swap polarity.

4. Sniffer Mode:

Sniffer Mode is an extended feature. When enabled, the router will listen on the bus. All NPDUs send to/receive from this
port will be dropped. All options below will be unavailable in this mode.

10



5. Extended Frame:

Extended Frame was added since revision 16. There can be inter-operation problems between an extended frame
enabled device and a legacy router. If there’s a legacy router on the same bus, this feature should be disabled. However,
disabling extended frame feature will still keep SBE-BNR-GW compatible with extended frame enabled devices.

6. Local MAC / Max Master:

Local MAC should be unique on the bus. Max master should be equal to setting of other devices on the same bus. To
choose an unused local MAC and consistent max master, one could run the BACrouter on sniffer mode, then find proper
values from “Recently active devices” and “Current max master” on the runtime info page. Max master of first MS/TP port
can modified from BACnet.

7. Max Info Frames:

Defines how many NPDUs the router would send when it holds the token. A larger value means better throughout but
worse latence (Less token pass rate). The default value for router is 10. Max info frames of first MS/TP port can be modi-
fied from BACnet.

By Occupy Time: By Occupy Time is an extended feature. The NPDUs passing router usually is between 10-50 bytes,
but can be up to 501 or 1497 (Extended Frame). Larger NPDUs requires more time to send and receive. For NPDUs that
need a reply from a targeted device, the router has to wait for a reply. Usually the targeted device needs more time to
handle or generate larger NPDU and the router has to wait longer.

The time the router holding token can be varified impacts latency guaranty of the MSTP bus. To avoid this problem, the
“By Occupy Time” feature limits the router’s token holding time. The limitation is calculated by: byte_time*32*Max_info_
frames.

8. Fast Device:

Fast Device is an extended feature. To be compatible with slow responding devices, the BACnet standard uses lax usage
timeout and reply timeout. This can seriously impact the MS/TP network bandwidth, especially on high baudrate. In ad-
dition, there is also a fast group timeout. A table with MAC addresses allows for optimal network tuning by independently
selecting fast devices to use fast group timeout.

Setall | Unsetall  Setallslave  Unsetall slave | 127 device(s) selected & Show|

When fast device is connected by a repeater, o 0000000 D0O0O0O0O0O0O0O0O | setal | unsetan
. . . . 166 OD0O000000000000O0O00O0 | setan | unsetan

the delay InCIUdIng Sendmg and receving 52 000000000000000O0 | setan | unsetan
introduce by the repeater ShOU'd be Counted 480 000D O0OOCO0OODOCODOOODOO0O | setan | Unsetan
. . . 64: O000000000000000 | setan | unsetan
into timeout. BACnet standard allows 2 bits e 0000000000000000 sear| Umetan
time delay on each repeater and a total of 10 e 0ODOOOOODOCDODOD e
o Select fast device n2z 0000000 DOO0O0O0DOCOODO |setan | unsetall
bit time delay on total path. 128: Setal | Unsetan
144: Setall | Unsetall

Fast Timeout: Poll timeout; master reply time- 15 Setal | Unset b

176: Setall | Unset all
192: Setall | Unset all
208: Setall | Unset all
Select Fast Devices: This field selects which 220 Setall | Unsetal

. . . 240: Setall | Unset all
device is fast device.

out and slave reply timeout for fast group.

Figure 15: Select Fast Devices on MS/TP Bus
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9. Slave Proxy:

10.

If this feature is enabled, the router acts as proxy of “Slave devices” on application view. “Slave devices” include MS/

TP slave devices and master devices which do not support the BACnet Who-Is function. The router obtains Device_ID,
Max_APDU, Vendor_ID, and Segmentation_Support from “Slave devices” by Read_Property or Read_Property_Multiple
devices by sending I-Am service with source MAC address which “Slave device” has.

Slave proxy Enable

Auto discovery 300 120~65535

Setall || Unsetall | Setallslave  Unsetall slave 127 device(s) selected & Show
0 0000000000000000 | setan | unsetan
1 00D0O0O000ODOO0OO000D0DOAO ) setan | unsetan
322 0000000000000 O00O | setan | unsetan
9 D000000DCOO0O0O0DOOCOO0O0O |setan | unsetan

J000000000D0O00000O | setan | unsetan

0000000000000 O000 | setan | unsetan
6. DO0000O0ODOOO0OO0O0DOOOONO |setan | unsetan
Devices to discovery ? un2 00000000 000000 Setall | Unsetall
128 Setall | Unsetall
144; Setall | Unsetall
160 Setall | Unsetall
176 Setall | Unset all
192 Setall | Unsetall
208 Setall | Unsetall
224 Setall | Unsetall

240 Setall | Unsetall

Auto discovery Enable

MAC Address Device instance

32 10000 Edit
Manual binding ? 33 1001 Edit
34 1002 Edit

Figure 16: Slave Proxy Settings

Scan Interval: The range is from 120 seconds to 65535 seconds. This parameter defines how often the router scans
“Slave Devices”. There are two ways to scan “Slave Devices”:

1. Auto Discovery
2. Manual Binding

Auto Discovery: If this feature is enabled, the router automatically scans all possible devices on the bus. Note: This fea-
ture will consume a large amount of bandwidth so it's suggested to increase the scan interval; enable Fast Device feature
or limit devices to discover.

Devices To Discovery: This is an extended feature and only devices selected instead of all devices will be scanned in
auto discovery.

Manual Binding: For “Slave Devices” that do not support Read_Property_Multiply service requests to the special device
instance of 4194303, only manual binding works. The bindings of MAC address and device should be defined here.
Enable/Disable of slave proxy/discovery, and manual binding may be overwritten by BACnet service.

Tx/Rx LEDs:

Each MSTP port has one Tx(Blue) and one Rx(red) LED. Tx LED flashes when anything is sent out, so if the router has
joined token passing, it will keep flashing. Rx LED flashes only when NPDU for local or broadcasted is received. If the
router is on sniffer mode, Rx will flash on any NPDU.
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11. Runtime Info:

Runtime Info Close

Network number 3, Locally or remotely configured

NPDU recv ok: 12 NPDU recv failed: 0

NPDU send ok: 554 NPDU send failed: 0

NPDU in send queue: 1 Token pass rate(round/min); 2218
Statistic Preamble error: 0 Header error: 0

Data.error: 0 Extended frame decode error: 0

Retry to pass token: 1 Failure to pass token: 1

Possible duplicated token: 0 Lost token: O

No answered bacnet request: 540 No turnaround frame; 0

Current max master ? 64, unmaitch to local setting, max MAC in token passing loop is 12

Recently active other devices ? | 5, 12

Baudrate and AB line polarity Baud rate: 115200, AB line polarity: Normal

Slave proxing ? 5:20300, 480, Not segmentation, 844: SWG Automation Fuzhou Limited

Refresh Close

Figure 17: MS/TP Runtime Info

Token Pass Rate: It's average value for 30 seconds. The healthy value would be greater than 60.

Error Counts: There are error counts as preamble error; header error; data error; extended frame decode error; retry
to pass token; failure to pass token; possible duplicated token; lost token; no answered BACnet request; no turnaround
frame. If any values keep growing there may be a problem on the bus.

Current Max Master: This is a dynamically detected max master value. Note: If “unmatch to local setting” is shown, there
may be an inconsistent max master setting on the bus.

Recently Active Other Devices: Provides statistics of every received frame source MAC for 30 seconds. Note: If any
MAC is shown as a red color, it may be duplicated.

Baudrate And AB Line Polarity: This is an extended feature and is only available when baudrate mode is auto or
forced: or polarity is auto. It shows current detected baudrate and polarity.

Slave Proxing: It is available when slave proxy feature is enables. Each line here shows a device proxied. The format is:

XY, L, S, I:N of which X is MAC, Y is device instance, L is max apdu length, S is segmentation support, | is vendor id, N
is name of manufacturer.

13



12.

Packet Capture Characteristics:

Frame Dividing: There are 2 rules to divide frames: A. Any data following valid frame is regarded as new frame. B. Idle
time more than 33 bits is regarded as start of new frame.

Error Handle: There are several types of errors: signal noise, no stop bit, idle time between bytes too long (BACnet stan-
dard requires no more than 20 bits idle time between bytes), data verify error on header crc / data length / source MAC /
data crc, incomplete frame. The data causing error and data following it will not be logged until there is a new frame.

Extended Frame: Extended frame types are defined in addendum 135-2012an. They use CRC32 to verify and COBS to
encode. Extended frame of types BACnet Extended Data Expecting Reply and BACnet Extended Data Not Expecting Re-
ply are used for BACnet NPDU transport. When the router captures extended frames, it just try to do CRC32 verification
for data portion that keep encoded. Because Wireshark does not support decoding extended frames, following processor
will be taken to output captured file:

If the frame type is BACnet Extended Data Expecting Reply or BACnet Extended Data Not Expecting Reply the router
would try to decoding it using COBS rule, if decoding is ok, changes the frame type to BACnet Extended Data Expecting
Reply or BACnet Extended Data Not Expecting Reply, generates crc16. New frame will be recognized by Wireshark as
normal BACnet data frame to analyze. If decoding fails, the router just generates crc 16, so the new frame will be recog-
nized as an unknown valid frame by Wireshark.

For other extended frame types, the router just generates crc16. The frame will be recognized as unknown valid frame by
Wireshark.

Packet Capture

I Start Capture Stop Capture Free Buffer

Range Buffer used | Packet captured Download

Whole 842037 73855 Normal format _ Interval format Raw format
; After 62972_64283 107251 9572 Normal format Interval format Raw format
; After 64283_65644 92035 8211 Normal format Interval format Raw format
| After 0_71670 24607 2185 Normal format Interval format Raw format
; After 71670_73365 5590 490 Normal format Interval format Raw format
I
| Refresh Close

Figure 18: MS/TP Packet Capture
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Interval Format: For analyzing timing and performance issues, the absolute time of packet may be insensitive but the
idle time before packet may be more important. Interval format use idle time before packet as timestamp (with 5 us granu-
larity). The downloaded filename starts with “i” (n for normal format).

To show idle time before packet, Wireshark’s “Time Display Format” in the “View” top menu should be set to “Seconds
Since Previous Captured Packet”.
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Ful Sovesn Fil
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+ Padcst Dwbaily
W Packier Bries B
M'h:;:nmul Doary (2570-£0l-401] Q8035600 115458) ChrivARe]
Flare Arsodytion L] Wear, Dowy ol Veenr il Timee of Doag (L9700000 DL DG 013 L234%56)
e " Timm of Doy (0102031354548 Chivalke2
Sevanmh B0 LIT00] .04 Cii+idee3
Secaraiy Sinms Begineisg ol Caphurs Chiddked
Eezard &1 CEss Hight Secaret S0k Pred Dt Chptantd Paiked [ R ]
Cobigass Al Crete Left Secarmi Sines Frevicun Dinplrped Facos? Chrivflted
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oot reg Rubes LUTC ‘Yerar, Day of Weear, sned Timss =F Duwy (1 BP0001 01 03 001 134 56
Cokortan Ciarrraraation o T Tipreaf Cury (1801203 1134E5) i+ A8
Reael Layoadt CotsGaishy | ® Mufematic frem capture Nl
i Secaredt
[—— . Tenthw of & wecond
Hasdigdtlvs ol & diliel
Pl P van i
- P CrEcRETeal
L. Mardia i -
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Figure 19: Set Wireshark Time Display Format For Interval Format Capture
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Application Setting:

Selecting [Application] on the left tree menu will open application settings page.

SWEIEM :
SR Application Settings
-kl 107 B ahvlod s
Lokl 13X ETHES0
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Pl O AR s 3 =1
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DEase Frilicae O O-|15432
Deadoe rame BACR R Lefe 55
Derstripban B B okt L8l

o= e g I 5
T necdify(Fs 4 a3-500
n D0 nobhylix] =230

Fadhied LRt Mg [ |

Figure 20: Application Settings

. APDU Timeout/Retries:

These parameters are writable by BACnet service. If there are virtual BACnet devices in BACRouter, all BACnet devices
share same value of APDU_Timeout and Number_of_APDU_retries.

Client Mode:

The routing function need no application layer, so this feature could be enabled to get rid of below application layer set-
tings, if compliance to BACnet device profile is unnecessary.

Device Instance:

The value should be unique in whole BACnet inter-network within range from 0 to 4194302. It's writeable by BACnet
service.

Name Delimiter:

The BACnet object name in BACRouter may be composited of several fields, for example, the BACnet object name of
a Modbus mapped point may be composited of master name, slave name, and point name, these fields are conjoined
together by delimiter character defined here to form final object name.

COV Notify Qos:

The SBE-BNR-GW supports COV subscriptions up to 2084, so it may send out lots of COV notifications if object values
with COV subscriptions are changed, especially when mapped Modbus slave get online/offline. “COV notify” and “COV
notify burst: limit COV notification sending rate to avoid network storm.

Note: Notification will be delayed when the sending rate reaches the limitation.
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Modbus Gateway:

1.

Mapping Mode:

Single Device Mode: If VBUS port is not enabled, BACRouter will work single device mapping mode, every Modbus
slave device will be mapped into exclusive object instance space of 1000 in the only BACnet device defined in “Applica-

tion Settings”.

Virtual Device Mode: If VBUS network port is enable, each slave device will be mapped to a virtual BACnet device on
VBUS network. The MAC address will start from 1. The device instance of virtual BACnet devices could be modified by

BACnet service.

Online Test:

If master is enabled and configuration
changing of master has been saved, then
when configuring slave, online test will save
a lot of time of debug.

Point Test: When editing point’'s mapping,
there are “Test raw value” row with [Read]
button and [Write] button if point is writable.
After clicking button, “Test result” will show
result. The raw value here means no conver-
sion.

Edit Mapping  ciose

Enabse
Objectname | OUTPUT FREQ Len:53
Desaription Leh:Gd
Object I (AD | instance = 1000+ 28 [
Adddress Holding regetendx) +| 102 1-85536
Daia bype  Unsigned 18bits ¥
Convarsion 11 +0
con 0
Linit TR LTS [ - e
Test raw value 7 || 50 Read  Wrile
Test rosult Sucoess, Respond mems) 4 285
Suibmit Cancel

Figure 21: Modbus Point Test

Read Group Test: On “read Group” dialog, [Test] will read group(s) and show result. If the slave is RTU/ASCII type, test
result will include response time which may be useful to set appropriate “Reply timeout” in slave’s “Modbus parameter”.

Read Group  Cioss

Srart address Foead lemgin Tost result
100010 1 Test Syl pxisgRon Blegal dAlR AnEess
EESLLLAR] & Test Suress, Respond lime(ms) 47
AN00102 7 Tasi Suernss, Respond teme(ms): 4 105

Tesl

Closse

Figure 22: Modbus Read Group Test
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3. Runtime Info:

If master and slave are enabled and the configuration changing of them has been saved, [Runtime Info] button will show
current state of slave and points.

Runtime |mfg  Ciose
Cordinst, Apcrne updae dalapsk O Fal rat: O 000%
Oibgc] famie (ol Masies ARk ACH 800 Dvive &)

Citjoct name Rl value >
Erar READY TO OPERATE i
Moimal oparadion Fake
frequency ielence REF2 [
St o [
READY TO SWATCH Of Ry
FALILT Ko ;
Actual oulput current 0
SPEED [ |
CUTPUT FRESD i I
CLIRRENT [
TORIE [
POWER i
Refresh Close

Figure 23: Modbus Slave Runtime Info

4. Mapping Recommend:

BACnet input or value objects are recommended for Modbus points which are not controlled through BACnet.
BACnet output or value objects are recommended for Modbus writable points which are only controlled through BACnet.

For Modbus writable points which are controlled through BACnet and other mechanisms, there are three ways to inte-
grate into BAnet:

a. BACnet value objects. The Present_Value of the value objects will be writable to mapping BACnet
writing to Modbus. Modbus read back point value will update Present_Value of the value objects.

b. BACnet output objects. The Modbus read back point value will update Relinquish_Default of the
output objects. Note: SBE-BNR-GW does not support SubscribeCOVProperty service, so there is not way to
get COV notification on value change of Reliquish_Default.

¢. ABACnet output object and another BACnet input/value object for each Modbus point. The BACnet
output object is used for command, the input/value object reflects Modbus read back value.

If a slave device represents multiple real devices, each real device has different Modbus data address, then multiple logic
slave devices could be created, each logic slave device maps to real device.
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5. Batching Process Tips:

[Import CSV] and [Export CSV]could be used for creating large quantity of mappings, because it's more convenient to
input/edit point's name/description in Excel.

[Batch Conversion] could be used to modify conversion of all analog objects.

[Batch Address] could be used to modify Modbus address for multiple points.

[Import Point] could be used to import definition of all points from configuration file of slave.
[Copy] could be used to copy configuration of current slave/master to new one.

[Batch Import] could be used to import all slaves from configuration file master.

[Batch Instance] could be used to modify object instance of all slave.

[Batch Point] could be used to copy definition of all points from configuration file of slave into multiple slaves

Others:

1.

Circular Route:

BACnet does not allow circular route, that means there should be exactly one route path between any two nodes. Circular
route usually causes broadcast storm and packet loss. One common causing is enabling both BIP and Ethernet for more
than one device in same subnet, so there will be BIP and Ethernet paths between them. Errors and warnings in the log
will be helpful to diagnose a misconfiguration.

Network Number Conflict:

The network number for each network should be unique, else the packet will be lost. Errors and warnings in the log will
help to diagnose a conflict.

MS/TP Troubleshoot:

The most likely problem on a MS/TP is bus biasing. Without correctly biasing, when the line is idle between packets, the
voltage between A lines will be close to 0, and it will become very noise sensitive. At least one bus biasing should be
used (It is easy to implement this by turning the DIP switch of biasing on the router to ON position). Some devices will
not receive the token with improper max master. The max master should be greater than or equal to max MAC of master
device on the bus. The “Current max master” in runtime info may be checked for problem.

Other reasons include termination; mismatched baudrate; wrong AB line polarity; MAC conflict. Special care should be
taken on extended feature.
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4. Wireshark:

Download Wireshark from: https://www.wireshark.org/download.html

After installation, captured file could be opened by Wireshark.

[I [Apply a display filter ... <Ctrl-/> =2 '] Expression..

No. Time 'Source Destination Protocol | Lengthﬁ Info

1 1960560.198000 Al BACnet -NPDU 38 Networknumber-Is

2 1960560.198000 192.168.100.1 192.168.100.255 BACnet-NPDU 35 Who-Is-Router-To-Network

3 19050.698000 192.168.100.1 192.168.100.255 BACnet-APDU 53 Unconfirmed-REQ i-Am device,©

4 19050.698000 192.168.100.1 192.168.100.255 BACnet-NPDU 39 I-Am-Router-To-Network

5 19054.108000 192.168.100.1 192.168.100.255 BACnet-APDU 57 Unconfirmed-REQ i-Am device, 32730
6 19110.698000 192.168.100.1 192.168.100.255 BACnet-APDU 53 Unconfirmed-REQ i-Am device,©

7 19112.898000 192.168.100.1 192.168.100.255 BACnet-NPDU 39 I-Am-Router-To-Network

8 19113.508000 192.168.100.1 192.168.100.255 BACnet-APDU 57 Unconfirmed-REQ i-Am device, 32730
9 19200.698000 192.168.100.1 192.168.100.255 BACnet-APDU 53 Unconfirmed-REQ i-Am device,®
10 19263.738000 192.168.100.1 192.168.100.255 BACnet-APDU 57 Unconfirmed-REQ i-Am device, 32730
44 annns AAnAnA ann 4ann ann 4 ann ann ann Are AAA~—s tinnL aassta s ipT R R SR

Frame 1: 38 bytes on wire (304 bits), 38 bytes captured (304 bits)
Internet Protocol Version 4, Src: 192.168.100.1, Dst: 192.168.100.255
User Datagram Protocol, Src Port: 47808, Dst Port: 47808
BACnet Virtual Link Control
Building Automation and Control Network NPDU

Version: 0x01 (ASHRAE 135-1995)
» Control: ©x80, NSDU contains

Network Layer Message Type: Networknumber-Is (0x13)

Destination Network Address: 1

Network number status (enumerated): 1

0000 45 00 00 26 00 00 [EEE ff 11 00 00 cO a8 64 01 E--&--l ------ d-

0010 cO a8 64 ff ba co ba cO 00 12 60 60 81 6b 00 Oa ced-
0020 01 80 13 00 01 o1 X

Figure 24: BIP Captured File Opened In Wireshark

[I [Apply a display filter ... <Ctrl-/> (=] '] Expression.. +
No. Time Source Destination Protocol Length Info =
7314 0.020000 0x00 ox7f BACnet 8 BACnet MS/TP Token 1
7315 0.000350 0x7f 0x00 BACnet 8 BACnet MS/TP Token
7316 0.000350 0x00 ox7e BACnet 8 BACnet MS/TP Poll For Master
7317 ©.020000 0x00 ox7f BACnet 8 BACnet MS/TP Token
7318 0.000350 Ox7f 0x00 BACnet 8 BACnet MS/TP Token
7319 0.000350 0x00 Ox7d BACnet -APDU 23 Confirmed-REQ readProperty[ 16] device, 4]
7320 0.255000 0x00 ox7f BACnet 8 BACnet MS/TP Token
7321 0.000355 Ox7f 0x00 BACnet 8 BACnet MS/TP Token
7322 0.000350 0x00 ox7f BACnet 8 BACnet MS/TP Token
: 7322 A AAA3KS Av7F AvaA RACNAt R RACNnet MS/TP Tnken T =
» Frame 7319: 23 bytes on wire (184 bits), 23 bytes captured (184 bits) =

» BACnet MS/TP, Src (0), Dst (125), BACnet Data Expecting Reply
Version: 0x01 (ASHRAE 135-1995)
» Control: ©x04, Expecting Reply
~ Building Automation and Control Network APDU
0000 .... = APDU Type: Confirmed-REQ (©)

» .... 0000 = PDU Flags: 0x0
.000 .... = Max Response Segments accepted: Unspecified (0)
. 0101 = Size of Maximum ADPU accepted: Up to 1476 octets (fits in an ISO 8802-3 frame) (5)
Invoke ID: 16 v
0000 55 ff 05 7d 00 00 od ca [FPEE 60 65 16 6c 6c 62 U -} - - W -
o160 3f ff ff 19 61 bb a3 ?.--a
@ 7 Building Automation and Control Network NPDU (bacnet), 2 bytes Packets: 67807 - Displayed: 67807 (100.0%)  Profile: Default

Figure 25: 115.2 Kbs MS/TP Captured File Opened In Wireshark As Interval Format

5. Packet Capture API:

Automatic traffic logging for later auditing is possible with the API.
HTTP Authentication method is Digest
Read config info: http://192.168.100.1/app/config

Read capture summary: http://192.168.100.1/app/capture_summary
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